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This IBM® Redpaper provides an overview of a Business Continuity solution that is specific to 
the small and medium sized business (SMB) environment. 

SMB enterprises, which play a vital role in our worldwide economy, are small or medium only 
in relation to the size and scale of large multi-national corporations. SMBs are often quite 
large within their regional or local geography, and certainly SMB enterprises are not small at 
all in terms of dynamic ideas, innovation, agility, and growth. In many ways, SMB companies 
have IT needs and concerns that are similar to large enterprises. Yet in other ways, SMB 
companies have key differences.

This IBM Redpaper provides a discussion of these differences. If your business exhibits 
characteristics of this vital type of enterprise, this discussion of key Business Continuity 
differences for SMB will be useful.
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Small and medium sized business overview

SMBs play a very important role in the worldwide economy. As an example, according to 
U. S. Government Small Business Administration data, SMB companies range from 
home-based entrepreneurs (small business) to those with a thousand employees (medium 
business). Their annual revenues can run from thousands to billions of dollars. The same 
data says that in the U. S., SMB represents nearly 99.7% of all employers, responsible for 
nearly three quarters of the net new jobs that were created in the U. S. economy in the last 
three years. SMB accounts for over half of the U. S. private work force and drives over 40% of 
private sales. 

While SMB statistics vary according to geography and economic conditions, clearly SMB 
companies have specific requirements for Business Continuity. SMB companies, depending 
on the nature of their business, have different Business Continuity requirements. As 
computing technologies become more affordable, SMB businesses can take advantage of 
emerging Business Continuity technologies to help drive growth and profits for their business. 

SMB company profiles and Business Continuity needs

Recent natural disasters and terrorist threats have put Business Continuity as a top priority 
for enterprises worldwide, creating a sense of urgency within SMB companies to gear up their 
Business Continuity capabilities because many, if not most, are behind in this area. IBM 
customer surveys indicate that Business Continuity is the number one IT issue since 2003 for 
SMB companies. 

The key SMB Business Continuity drives are:

� As SMB companies increasingly rely on their IT systems to support their business, any 
system downtime and data loss has severe negative impacts on revenues, profits, and 
client satisfaction. Extended outages or the inability to recover critical data can cause 
permanent damage to companies.   

� Recent government compliance regulations, such as the U. S. Sarbanes-Oxley Act and 
HIPAA, also push data backup, restore, retention, security, auditability, and disaster 
recovery requirements to top priorities for public SMB companies.

� Customers and business partners increasingly require reliable and highly available 
systems as prerequisites for doing business. 

� The ability to minimize risks is important for some maturing SMB companies. Planning for 
Business Continuity is similar to buying insurance. Recent events make this type of 
insurance a must have rather than a luxury as in the past. 

Most SMB IT management finds Business Continuity complex and resource intensive, so 
Business Continuity planning usually is an afterthought. With increasing pressure from the 
lines of business and Business Continuity technologies and solutions becoming more 
affordable and simple, SMB IT management is moving Business Continuity projects forward.   
In some cases, Business Continuity can be used to drive additional revenues and profits.

With limited financial and technical resources, IT staff face the following challenges:

� Ever diminishing data backup window time—with more servers and storage devices 
coming on line, dramatic growth of data and the push for 24x7x365 system up-time, 
planned outage windows are smaller by the day, affecting the ability to back up systems, 
applications, and data adequately. Some data might not be backed up at all, exposing the 
business to liabilities and losses.
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� Inefficient tools—because most off the shelf applications bought by SMB use their own 
backup and restore tools to support their data only, it is common for SMB IT staff to run 
numerous backup jobs daily, straining the system and staff resources, eating up precious 
backup window time; the trend is to have more applications so the situation will only get 
worse.

� Limited staffing and time—backup jobs usually are run after work hours and staff has to be 
around late to support these jobs, in addition to their day duties, resulting in low staff 
morale, jobs run poorly or not consistently

� Lack of experiences and skills—Business Continuity is still fairly new to SMB and 
experiences and skills in this area are usually not top priorities with the IT staff. A good 
example is systems management discipline, including change and problem management 
which affect system availability.

� Limited budgets and resources—SMB constantly reprioritize their projects, evaluate 
trade-offs, and balance resources to achieve their business goals. Business Continuity 
usually is not a top priority funded item until a systems outage actually impacts the 
business. The actions are usually reactive and can be costly in the long run, such as a 
total revamp of systems and hiring of outside consultants. Proper planning and funding is 
essential to successful Business Continuity implementation.

In this IBM Redpaper, we answer the following questions that are related to the successful 
planning, evaluation, and implementation of Business Continuity solutions for SMB 
companies:

� What are the key Business Continuity components for SMB, and how do they affect my 
business?   

� What are the steps in planning for a successful SMB Business Continuity project?

� How much SMB Business Continuity can I afford for my company?

� Which SMB Business Continuity solutions are suitable for me?

SMB company IT needs as compared to large enterprises

SMB companies have IT needs and concerns similar to large enterprises. They need 
Enterprise Resource Planning (ERP), Supply Chain Management (SCM) and back-office 
systems (such as e-mail, accounting, and so on). The key differences are scale and costs. 
SMB growth rate tends to be steep. The capacity to start from very small and then scale big is 
a key requirement, without massive changes to existing systems.

SMB companies tend to be more cost sensitive. Maximizing value is a common mantra 
among SMB. It extends from the purchase and upkeep of necessary computing assets to 
engaging IT staff who perform a wide range of tasks including operations, support and 
maintenance. At the same time, most SMB companies have more flexibility in terms of 
leveraging standardized IT offerings with less customization and stringent service level 
requirements to keep their costs low, compared to large enterprises.

To deal with short term financial pressures, many SMB companies follow an IT purchasing 
strategy of choosing price over performance, and relying on platforms that staff members are 
familiar with, rather than alternatives that might offer features better suited to the company’s 
actual business and technical needs. Recent surveys show that increasingly, SMB 
companies are starting to look at overall costs of ownership at a system level as compared 
with hardware or software components only in the past. Just as with large enterprises, SMB 
companies appreciate IT vendors who can demonstrate complete solutions (combination of 
hardware, software, services and the ability to integrate into their existing environments) and 
provide the best IT value in the long term. 
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SMB IT data center and staff issues

Most SMB IT staff have to support numerous IT platforms and a great variety of data center 
tasks, ranging from hardware and software installation, daily operations, help desk to 
troubleshooting problems. Because of the heavy load of fire fighting, IT management and 
staff usually spend little time on planning and procedures, impacting their overall productivity 
and the service levels to customers. These challenges and complexity tend to expand 
exponentially as the company grows, making it increasingly necessary and expensive to 
engage specialized contract services. Increasingly, SMB IT management pays more attention 
to planning and procedures to address these issues, especially in data center operations, 
such as backup, restore and Disaster Recovery. This area of expertise is usually not of high 
priority in SMB IT staff.

Business Continuity for SMB companies

The basic definition of Business Continuity is the ability to conduct business under any 
circumstances. From an IT standpoint, it is the ability to provide systems and data for 
business transactions to a set of service levels based on end-to-end availability, performance 
(such as response times), data security and integrity, and other factors. Service level 
agreements (SLAs) usually drive the Business Continuity design and budgets. For a variety of 
reasons, most SMB IT management does not have SLAs with the lines of business. As more 
SMB companies are leveraging their IT capabilities to drive revenues and profits, SLAs are 
increasingly required.

Major SMB Business Continuity design components 

Particularly in SMB environments, these are the major Business Continuity design 
components:

� Prevention services
� Recovery services

Because budget and value are the decision criteria for SMB companies, recovery services 
are usually the starting points for Business Continuity. As prevention services are becoming 
more affordable, usually Business Continuity solutions consist of a combination of the two, 
depending on the company’s needs.

The three aspects of Business Continuity are:

� High Availability
� Continuous Operations
� Disaster Recovery

Let us examine how an SMB enterprise usually views these three aspects. 
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Prevention services
Prevention services are the ability to avoid outages or minimize down time by anticipation, 
systems planning, and high availability technology and solution deployment. The aspects of 
Business Continuity that fall under prevention services are:

� High Availability builds reliability and redundancy into systems infrastructure, including 
hardware, software, and networks, to eliminate single points of failure. It also includes 
some automatic switchover or restart capabilities to minimize down time.

� Continuous Operations minimizes data center operation impacts on up time, including 
hardware and software maintenance and changes, backup, systems management, 
speedy problem resolution, virus and spam attacks prevention, security measures, and so 
on. The solutions usually involve management and process automation, systems and data 
consolidation (less to support) and improved efficiency of operations. You can find more 
information about Continuous Availability solutions in IBM System Storage Business 
Continuity: Part 2 Solutions Guide, SG24-6548.

Recovery services 
Recovery services are the ability to recover the system and data speedily in whole, partial or 
degraded modes when outages occur. The aspects of Business Continuity that fall under 
prevention services are:

� Disaster Recovery invoked when the primary operation site is no longer operable and the 
alternate site is the only option.

� System component or operation recovery invoked when an individual component or group 
of components fail or when human errors occur during operation.

Service level targets dictate the degrees of prevention and recovery services that are 
required and the budgets that support them. Usually it is a decision on risks—a balance 
between the avoidance costs and Business Continuity solutions investments. 

Business Continuity impacts on SMB business

Business Continuity impacts are usually measured in potential revenue and profits loss, staff 
productivity loss, customer, and IBM Business Partner satisfaction and loyalty loss, and so 
forth. Revenue and profit loss can be calculated by dollars lost by the inability to conduct 
business due to a system outage for a time frame. Other impacts can be estimated by 
industry averages. A risk assessment of the potential costs and the odds of the outages will 
be the primary factors for the Business Continuity measure necessity, design and budgets.

Successful SMB Business Continuity planning and 
implementation

We recommended the following planning steps, especially for the SMB enterprise:

1. Conduct a risk assessment to develop a set of Business Continuity service targets and IT 
metrics for key business processes with lines of business.

The assessment results should determine Business Continuity priorities, scope, goals, 
budgets, and success criteria. The service targets can include end-to-end systems 
availability and response time, disaster recovery objectives, and so on.
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2. Assess present attainment of these service targets and metrics.

Establish a base line for a comparison of and an understanding of the challenges to meet 
these targets.

3. Develop and evaluate technology and solution options.

The success criteria should drive the evaluation and priority. The technology and solutions 
are fairly standard these days.

4. Develop an architecture and roadmap to support the solution implementation.

Business Continuity solutions usually take some time to implement based on budgets and 
resource availability. A base architecture on which the solutions can build is critical.

5. Develop an overall Business Continuity strategy and plan.

It is important that the IT Business Continuity plan coordinates with the overall business 
plan.

SMB Business Continuity implementation steps 

We recommended the following steps for implementing Business Continuity, especially for 
the SMB enterprise:

1. Simplify, consolidate, standardize and centralize infrastructure. 

Reduce the number of servers, storage and network equipment footprints, reduce the 
number of application instances and operating systems to be supported, reduce the 
complexity of backup and management, deploy technologies such as server and storage 
virtualization, clustering and centralization, including SAN and NAS. 

2. Build well documented and tested data center systems management procedures.

The ability to minimize human errors and preventable outages is the key to minimizing 
down time

3. Acquire systems management tools to monitor, prevent outages, automate diagnostics 
and recovery, and report to stakeholders. 

Tools are important to prevent and predict outages and avoid them

4. Make Business Continuity a strategic part of application and IT infrastructure planning. 

Business Continuity, based on SLA targets (both IT internal and lines of business 
external) must be key system acquisition and design criteria

SMB Business Continuity affordability 

There are two major factors in assessing affordability:

� How much the business can afford to lose
� How much the business can afford to pay 

Basically, this is a risk and investment assessment. It is somewhat similar to a home owner’s 
insurance. Although Business Continuity is more than loss recovery, it can be used to drive 
the positive aspects of the business. It can be leveraged to increase business, improve staff 
productivity and build confidence and trust with customers and partners.
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Calculating affordability 
To calculate affordability, especially for the SMB enterprise, you need to determine your 
recovery objective by asking the following questions: 

� How much downtime can your business tolerate before it starts to hurt your bottom line 
(potential revenues and profits loss, customer satisfaction or defection, staff morale, 
business partnership breakage and government regulatory liabilities)? Is the affordable 
downtime in seconds, minutes, hours or days? 

� How much data loss and what data loss will start to hurt bottom line? For what period of 
time? 

You also need to determine you budget objective by asking the following questions:

� How much money loss can be attributed to the outages the business can afford? 

� What are the odds of outage occurring?   

� What is the percentage of the potential loss the business is willing and can afford to pay? 
The ratios vary by industries and business types (reliance on IT). They can range from 
10% to >1% of the total IT annual budget (ongoing and capital).

SMB Business Continuity solution components

Figure 1 lists the components that typically make up a cost-effective SMB Business Continuity 
solution, according to their tier level of recovery. While your results will vary according to your 
specific requirements, this table can provide a good beginning guideline. You can use it to 
build a chart for your enterprise.

Figure 1   SMB typical Business Continuity solution components

Typical BC 
Solution by 
Tier

Operating 
system 
clustering

Storage 
mirror

Database 
replication

Point in 
Time 
Copy

Tivoli 
Storage 
Manager

Tape 
Library Tape Services

Hot-Hot
Tier 7 X X X X X X X X

Hot - 
Standby
Tier 6

X X X X X X X

Database 
replication
Tier 5

X X X X X X

Point in 
Time Copy
Tier 4

X X X X X

Remote 
tape vault
Tier 3

X X X X

Remote 
warm site
Tier 2

X X X X

Cold Site
Tier 1 X X X X

No backup
Tier 0
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These terms are defined, along with description of the Business Continuity tiers, and the 
various types of solution components in IBM System Storage Business Continuity: Part 1 
Planning Guide, SG24-6547.

Typical SMB Business Continuity solutions: Performance and downtime

This section shows the performance and downtime characteristics of typical Business 
Continuity solutions in the SMB environment. While your results will vary according to your 
specific requirements, the table in this section can provide a good beginning guideline to what 
you might expect at differing tier levels of recovery.

You can use Figure 2 to build a chart for your enterprise’s Business Continuity solution. 
Components for typical SMB Business Continuity solutions—along with the definitions of 
these terms, the tiers, and the various types of solution components—are described in IBM 
System Storage Business Continuity: Part 1 Planning Guide, SG24-6547.

Figure 2   Typical SMB Business Continuity solution - performance and downtime characteristics

The components shown in Figure 2 are not the only components or products that can be part 
of the solution. These are meant as general guidelines. The products shown are typical and 
can be substituted as specific client requirements dictate. Other variations of these typical 
solutions can include network attached storage (NAS) devices, centralized tape libraries, and 
other products for specific circumstances. SMB companies, just like larger enterprises, can 
scale up the tiers by deploying additional solutions and technologies as the business grows.

Typical BC Solution by Tier Performance in event 
of unplanned outage Downtime (typical)

Typical Solution 
Components
Components are 
cumulative, each solution 
has as pre-req, solutions 
in lower tiers

Hot-Hot
Tier 7 No impact 0

Clustered operating 
system with storage 
mirroring, database 

integration

Hot - Standby
Tier 6

Just adequate to run the 
business 1-4 hours Metro Mirror or Global 

Mirror

Database replication
Tier 5

Just adequate to run the 
business 1-6 hours Database-level integration 

and replication

Point in Time Copy
Tier 4

Just adequate to run the 
business 4-8 hours

One to two tape drives,  
add DS4000 FlashCopy, 
Tivoli Storage Manager,  

server to host TSM

Remote tape vault
Tier 3

Just adequate to run the 
business 8-16 hours

One to two tape drives,  
DS4000 disk to improve 

performance, Tivoli 
Storage Manager,  server 

to host TSM

Remote warm site
Tier 2

Just adequate to run the 
business 16-24 hours

One to two tape drives,  
Tivoli Storage Manager,  

server to host TSM

Cold Site
Tier 1

Just adequate to run the 
business 24-72 hours

One to two tape drives,  
Tivoli Storage Manager,  

server to host TSM

No backup
Tier 0

?? - if system available at 
all > 72 hours
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Summary

Business Continuity is, and will be, a key requirement for SMB to conduct business. Solutions 
and technologies continue to improve and affordable to SMB companies. It is important for 
SMB IT management to incorporate Business Continuity planning in their strategy and 
building systems and applications from the beginning. It will cost less and help drive their 
business objectives from the start.
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Notices

This information was developed for products and services offered in the U.S.A. 

IBM may not offer the products, services, or features discussed in this document in other countries. Consult 
your local IBM representative for information on the products and services currently available in your area. Any 
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, 
program, or service may be used. Any functionally equivalent product, program, or service that does not 
infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to 
evaluate and verify the operation of any non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in this document. The 
furnishing of this document does not give you any license to these patents. You can send license inquiries, in 
writing, to: 
IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such 
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION 
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of 
express or implied warranties in certain transactions, therefore, this statement may not apply to you. 

This information could include technical inaccuracies or typographical errors. Changes are periodically made 
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make 
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time 
without notice. 

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any 
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the 
materials for this IBM product and use of those Web sites is at your own risk. 

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring 
any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published 
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the 
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the 
capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them 
as completely as possible, the examples include the names of individuals, companies, brands, and products. 
All of these names are fictitious and any similarity to the names and addresses used by an actual business 
enterprise is entirely coincidental. 

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming 
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in 
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application 
programs conforming to the application programming interface for the operating platform for which the sample 
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore, 
cannot guarantee or imply reliability, serviceability, or function of these programs. 
© Copyright International Business Machines Corporation 2007. All rights reserved.
Note to U.S. Government Users Restricted Rights -- Use, duplication or disclosure restricted by 
GSA ADP Schedule Contract with IBM Corp. 11
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� Use the online Contact us review Redbooks form found at:
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� Send your comments in an e-mail to:
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